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• Go to https://www.macomptroller.org/
• In the Navigation Bar, select “CTR Cyber” 

https://www.macomptroller.org/
https://www.macomptroller.org/ctr-cyber/cybersecurity-responsibilities/


• On the CTR Cyber page, select “Visit page” under
Cybersecurity Responsibilities for Leadership and Managers
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• On this page you will find the link to 
the EOTSS Enterprise Security 
Standards by selecting“Visit on 
Mass.gov”. Visit this page to 
download the official versions of the 
Enterprise Security PDF versions 
“IS.000-IS.016”.

• On this page you can also download 
the “Enterprise Information Security 
Standards Self Assessment 
Questionnaire” (Excel) to help you 
evaluate your level of compliance.
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https://www.mass.gov/handbook/enterprise-information-security-policies-and-standards
https://www.macomptroller.org/wp-content/uploads/enterprise-information-security-standards_self-assessment-questionnaire.xlsx


• See the first tab for instructions for using the template
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• This Enterprise Security Standards Self Assessment Questionnaire is an 
optional and voluntary tool developed by the Office of the Comptroller to be 
used to evaluate the level of compliance with the EOTSS Enterprise Security 
Standards.  

• Executive Departments should contact their IT and Internal Controls Staff to 
determine if EOTSS requires an alternative format for performing a compliance 
review. This tool is optional and provided solely for those who need a template 
to review compliance and identify risk areas of concern. 

• The EOTSS Enterprise Security Standards are the Commonwealth’s default 
data and security standards and internal controls, and these must be included 
in a Department’s Internal Control Plan.

• These standards apply to all Executive Department offices and agencies and 
are the default standard for non-Executive Departments who have not adopted 
comparable cyber and data security standards as part of their Internal Control 
Plan.  

• Review the official versions at: https://www.mass.gov/policy-
advisory/enterprise-information-security-policy
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• Questions from Executive Departments related to how to comply with 
particular standards, or for any inquiries or comments regarding this policy 
should be submitted to the Enterprise Security Office by contacting the 
Security Program Office at EOTSS-DL-Security Office@mass.gov.

• The Department is expected to include cybersecurity and data protection 
standards as part of their systems of internal controls, including testing and 
staff training.

• This template is an optional and voluntary tool to document a baseline of 
compliance with the TSS Enterprise Security Standards. This tool contains the 
content of the standards verbatim as these appear in  the PDF versions. 

• Review Section 7 of the official PDF versions for "CONTROL MAPPING" that 
identifies the crosswalk to NIST SP800-53 R4(1), CIS 20 v6 and NIST CSF 
standards. Review the official versions at: https://www.mass.gov/policy-
advisory/enterprise-information-security-policy
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• Do not select "Fully Complete 100%" unless the item (and all subparts) are included in 
your department Internal Control Plan, tested as compliant for both on-site, teleworking 
and 3rd parties and staff are trained.  

• If subparts of a multi-part section are not fully completed, the main heading or 
introduction section should identify the % of completion of all parts in total.   

• BEING HONEST IN THE SELECTIONS IS CRITICAL TO ENSURING THAT RISKS ARE 
ADDRESSED AND MITIGATED. 

• Stating that an item has been fully 100% completed, when it is known that it is not fully 
completed, misrepresents the state of security and prevents leadership from identifying 
resources and budget to mitigate these issues and potentially puts the department's 
critical operations and data at substantial risk.  
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Sections that are shaded or that read “Automatically Applies without action” apply to all 
users or identifies a 3rd party responsibility and do not have to be addressed as part of the 
template. Users will start under “Select Level of Completion” column at the section noted 
in “red” and use the drop-down menu to select the level of completion.
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Do not select “Fully Complete 100%” unless the item (and all subparts) are included in 
Internal Control Plan, tested as compliant for both on-site, teleworking and 3rd parties 
and staff are trained.  If subparts of a multi-part section are not fully completed, the main 
heading or introduction section should identify the % of completion of all parts in total.
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Completion selections are color coded to create a quick visual representation of items are 
completed (green), not started or less than 75% complete (red), or in process 75% 
(yellow).
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For each section, departments should describe briefly how this requirement is being 
achieved or what has been completed if in process and document the location and title of 
internal control documents that outline in detail all supporting information documenting 
completion  or progress to completion. This information is helpful for audit and risk 
assessment purposes.
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For each section in which the department has indicated “not started” or “in progress” the 
department should identify what is necessary to achieve completion. This information is 
important for budgeting, resource management and assigning priorities for internal 
control and risk management.
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For each section identify the individuals 
assigned who are responsible for compliance. 

A Unit or Bureau can be listed. However, it is 
important that an individual(s) are assigned to 
manage and monitor completion and 
ongoing compliance. Include emails for 
assigned staff. 
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What does a department do with a completed Self Assessment Questionnaire for  
EOTSS Enterprise Information Security Standards?

How often should this Self Assessment Questionnaire be completed?
• Internal Controls are an ongoing operational responsibility.  Many of the listed standards 

should be reviewed continually. 
• Other items may be reviewed annually. As you complete the Self Assessment Questionnaire 

you can identify items that need daily, weekly, monthly quarterly, or bi-annual reviews.  
• These will depend upon the structure and operational tasks of each department and the size 

and complexity of your department. 
• There is a separate drop-down section to identify how often certain standards should be 

reviewed internally (weekly, monthly, quarterly, bi-annual or annually).



For each section identify how often the standard needs to be reviewed by staff for 
compliance. High Risk items may warrant more regular review.  Other items may only 
require annual review.  Items are color coded  to create a quick visual representation of 
high risk items in red and yellow. 
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• The Self Assessment Questionnaire is not an assignment to be turned in to an 
authority like homework. Instead, the Self Assessment Questionnaire is a useful 
tool to be used by a Department internally (and assigned contractors) to 
provide:

• Compliance Level. Assists departments gauge the level of compliance with required 
Enterprise Security Standards and to identify for leadership the items that need attention, 
resources and budgeting

• Risk Assessment Baseline. Provides a baseline structure to perform a Cybersecurity Risk 
Assessment to evaluate the risks, likelihood, potential impact and mitigating controls that are 
in place, or that need to be in place to mitigate these risks.  Note that risk assessments are 
required under Internal Controls requirements and under the EOTSS Enterprise Security 
Standard IS.010.

• Incident Response Baseline. Provides a baseline structure to investigate an incident in the 
event a cyber or other security incident has happened. 3rd parties often request compliance 
questionnaires when investigating an incident.

• Audit Review Baseline. Provides documentation for an audit, either operational or 
information technology, to identify the level of internal control compliance. 
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When the Self Assessment Questionnaire is completed, it 
should be reviewed by: 

• Leadership
• Management
• Fiscal staff
• Internal control staff
• Legal staff 
• Operational staff 

to discuss the key risk areas, remediation strategies and 
required updates to internal controls, and operations to 
achieve or sustain compliance. 

What does a department do with a completed Self Assessment Questionnaire for  
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Thank you!

For more information on Cybersecurity Internal 
Controls check out macomptroller.org/ctr-cyber

https://macomptroller.org/ctr-cyber
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