
BE CAUTIOUS WHEN TELEWORKING! 

 When teleworking, be cautious about unintentionally triggering a cyber 
incident that can crash your equipment, networks, applications or 
Enterprise Systems.  Please take your time and verify before you click!!

– Do NOT click on links or attachments unless you know these are safe.  Hover 
over links and virus check attachments first to be safe. 

– Do NOT “enable macros” in documents (often malicious).
 Practice “Professional Skepticism” and be suspicious of all incoming emails 

and phone calls
 Cybercriminals are becoming increasingly sophisticated at targeting 

employees with schemes
– Do NOT open emails or click on links for “eye-catching” subjects like “you have 

won a prize”, “look at what your co-worker did!”,  “Coronavirus death in your 
neighborhood!” Biggest scams going around now involve emails involving 
“coronavirus” or “COVID-19” so be careful!! 

– Do NOT reply to or click on links in any email from providers asking you to 
“validate” your account, “there was an unauthorized login attempt” or “your 
account will be closed”.  Providers will not ask you to validate through email, but 
will require you to log in to your account.   



PROFESSIONAL SKEPTICISM

 Do NOT rely solely on electronic paperwork or phone calls when 
making employee/vendor bank account or address changes.  

 Always validate major changes separately with on-file contact 
information and independently contacting the requester to make 
sure they are legitimate.
– Cybercriminals are counting on you to respond quickly without 

validating or double checking identity.  
– You must delay completing a request until you can separately 

validate and identify the legitimacy of a request and requester with 
information you have on file.  Most fraud happens when “changes” to 
addresses and bank accounts are made from email requests or phone 
calls.

 Fraudsters OFTEN pose as colleagues, contractors, bank officials 
or others that you already know, so be especially vigilant when a 
caller is friendly and acts as if they know you.  Unless you are 
certain of their identity, validate first or check with your 
supervisor.  



NEVER USE FREE WI-FI, EVER

 Do NOT perform work business, banking or bill paying using 
your laptop, cell or mobile device on ‘free’ Wi‐Fi  (ex. Airport 
Wi‐Fi, coffee house, trains while commuting)
– Employees performing business functions, especially transactions 

and banking should be using VPN on a secured network
 Do NOT “plug in” your work devices or BYOD used for work to 

“free” USB charging portals or using free charging cables, which 
can be loaded with malware.

 Never provide PII, business credentials, login or account 
information to gain access to ‘free’ Wi‐Fi or ANY application

 Use unique “strong” passwords and don’t use same password on 
multiple applications

 Make sure operating systems, virus and malware protections are 
up-to-date according to your Department security requirements



EMAIL RED FLAGS



An  example of a ‘SPOOFING  Phishing ‘ scheme appears below

In this  ‘Spoofing’ scheme 
the perpetrator pretends to 
be the person in charge, the 
President who oversees the 
CFO. They then order a 
transfer of a significant 
amount of money be made 
by the CFO. While the 
explanation may appear, 
plausible, it is fraudulent. 
The destination will be an 
account controlled by the 
fraudster or an accomplice.

From: Patricia M. Gray, President

EXAMPLE OF SPOOFING EMAIL



DO NOT OPEN ATTACHMENTS FROM STRANGERS – DO 
NOT ENABLE MACROS – PRESUME MALICIOUS

 If you get a pop up like this – assume malicious.  Check with IT 
staff before opening.

 DO NOT CLICK!!!



EMAIL RED FLAGS III
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CONTACT YOUR SUPERVISOR OR IT 
STAFF WITH QUESTIONS OR CONCERNS

If you suspect an email or call may be 
suspicious, contact your supervisor

If you suspect an email or attachment may be 
malicious, or just “does not look right”, or 
there is any unusual activity with your 
machine, connection etc. after opening an 
email or attachment, contact your IT staff 
immediately.

Check the CTR Cyber Cybersecurity Alerts for 
additional guidance:
https://www.macomptroller.org/ctr-cyber

https://www.macomptroller.org/ctr-cyber
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